Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 


Message Text 


LIMITED OFFICIAL USE 

PAGE 01 BONN 12577 01 OF05 311810Z 

51 

ACTION EUR-25 

INFO OCT-01 ADP-00 SNM-02 AID-20 EURE-00 ABF-01 DEAE-00 

RSR-01 RSC-01 /051 W 

— - 110207 

P R 311800Z AUG 73 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC PRIORITY 7187 
INFO AMEMBASSY PARIS 


LIMITED OFFICIAL USE SECTION 01 OF 05 BONN 12577 

DEPT FOR EUR/CE (WILGIS); PARIS FOR DEA 

E.O. 11652: N/A 
TAGS: SNAR, GW 

SUBJECT: INFORMATION REQUIRED FROM FIELD FOR FY 74 AND 
FY 75 REVIEW 

REF: STATE 160296 

1. THE FOLLOWING MATERIAL RESPONDS TO THE REQUIREMENTS 
SET FORTH REFTEL. 

2. INASMUCH AS PERSONNEL OF TREASURY/CUSTOMS AND 
JUSTICE/BNDD INVOLVED IN NARCOTICS CONTROL WERE TRANS- 
FERRED TO THE NEWLY CREATED DEA AS OF JULY 1, 1973, 

TABLE I, II, AND III REFLECT CUSTOMS AND BNDD INPUT TO 
THE PROGRAM FOR FY 1973 ONLY. WE NOTE FROM REFTEL THAT 
DEA WILL PROVIDE NECESSARY INFORMATION TO S/NM AND 
ACCORDINGLY DEA IS EXCLUDED FROM THE TABLES. 

TABLE I 

(A) (B) (C) (D) (E) (F) 

STATE 40 63 63 63 229 

BNDD 205 - - - 205 
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CUSTOMS 55 - - - 55 
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USIA 2 2 2 2 8 

TOTAL 302 65 65 65 497 

TABLE II 

U.S. PERSONNEL (1) 

(A) (B) (C) (D) (E) (F) (G) (H) (I) (J) 

STATE 

NARCOTICS 

COORDINATOR 10 20 12 26 12 26 12 26 98 
SECRETARY 32868686 20 
TOTAL 13 22 20 32 20 32 20 32 118 

BNDD 


NARCOTICS 

AGENTS 60 97 97 

SECRETARY 36 21 ------ 21 

TOTAL 96 118 118 


CUSTOMS 


CUSTOMS 

AGENTS 24 34 34 

SECRETARY 3 2 2 

TOTAL 27 36 36 


USIA 

NONE 

TRAINING (2) 

NONE 

MATERIAL AND EQUIPMENT (3) 

NOT AVAILABLE 
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TABLE III 

(A) (B) (C) (D) (E) (F) (G) (H) (I) 

STATE 

PERSONNEL 

TOTAL 13 22 20 32 20 32 20 32 118 
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DIRECT COST - 5 - 11 - 11 - 11 38 

S AS COSTS - 13 - 20 - 20 - 20 73 
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LIMITED OFFICIAL USE SECTION 02 OF 05 BONN 12577 
TOTAL STATE 13 40 20 63 20 63 20 63 229 
BNDD 


PERSONNEL 

TOTAL 96 118 118 

INFORMATION/ 

REWARDS - 20 20 

SAS COSTS - 67 67 

TOTAL BNDD 96 205 205 


CUSTOMS 


PERSONNEL 

TOTAL 27 36 36 

SAS COSTS - 19 19 

TOTAL 

CUSTOMS 27 55 55 


USIA 

MEDIA/LECTURER SUPPORT 
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AND TOTAL - 2 - 2 - 2 - 2 8 

3. THE EMBASSY BONN NCAP LISTS THREE MAIN GOALS: 
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(1) DEVELOP AND SUPPORT PROGRAMS DESIGNED TO MINIMIZE THE 
FLOW OF ILLICIT DRUG TRAFFIC THROUGH GERMANY TO THE 
UNITED STATES; (2) SEEK TO ESTABLISH IN GERMANY 
DETRIMENTS ADEQUATE TO DISCOURAGE THE ESTABLISHMENT OF 
ILLICIT PROCESSING LABORATORIES; (3) ELIMINATE THE ABUSE 
OF DRUGS AMONG U.S. MILITARY AND CIVILIAN PERSONNEL 
STATIONED IN GERMANY. IN ORDER TO ACCOMPLISH THESE 
GOALS. REPRESENTATIVES FROM THE U.S. DEPARTMENT OF STATE, 
DEA, DOD, AND USIS MAINTAIN A CONSTANT LIAISON WITH THEIR 
COUNTERPARTS IN THE FEDERAL MINISTRIES OF FOREIGN 
AFFAIRS, YOUTH, FAMILY & HEALTH, INTERIOR, FINANCE, AND 
DEFENSE. THIS LIAISON REQUIRES NO U.S. FUNDING OTHER 
THAN SALARY AND SUPPORT COSTS ASSOCIATED WITH U.S. 
PERSONNEL STATIONED IN GERMANY. LISTED BELOW ARE THOSE 
PROJECTS AND ACTIVITIES UNDERTAKEN EITHER BY THE EMBASSY 
OR THE GERMAN GOVERNMENT AS A RESULT OF EMBASSY EFFORTS 
IN THE NARCOTICS CONTROL FIELD. IT SHOULD BE NOTED THAT 
THESE ACTIVITIES, EXCEPT FOR DEA REWARDS/INFORMATION 
FUNDS, REQUIRE NO U.S. FUNDING OTHER THAN SALARY AND 
SUPPORT COSTS ASSOCIATED WITH U.S. PERSONNEL STATIONED 
IN GERMANY. (PROJECTS INVOLVING TRAINING TRIPS TO THE 
U.S. ARE AGENCY FUNDED IN WASHINGTON.) 

4. NARRATIVE - TABLE II, PART A: 

(PROJECTS ARE PRESENTED IN ACCORDANCE WITH FORMAT 
REFTEL.) 

A. ( 1 ) FEDERAL NARCOTICS ENFORCEMENT AGENCY. 

FACILITATE EFFECTIVE FEDERAL GOVERNMENT POLICE ACTION IN 
THE FIGHT AGAINST INTERNATIONAL NARCOTICS TRAFFICKING. 
FRG AGENCY: MINISTRY OF INTERIOR; U.S. AGENCIES: 

STATE AND DEA. 

(2) ON JULY 1, 1973, LEGISLATION WAS PASSED INTO 

LAW INCREASING THE COMPETENCE OF THE FEDERAL POLICE 
OFFICE (BKA)RE INTERNATIONAL DRUG TRAFFICKING. 

(3) , (4). AND (5): N/A 

B. (1) PERMANENT WORKING GROUP - NARCOTICS. 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 


Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 



Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 


PAGE 03 BONN 12577 02 0F05 311816Z 

ANALYZE NARCOTICS INTELLIGENCE, DEVELOP POLICIES, AND 
DEVISE STRATEGY TO COMBAT NARCOTICS TRAFFICKING AND 
SMUGGLING. FRG AGENCIES: MINISTRIES OF INTERIOR, 

FINANCE (CUSTOMS), AND VARIOUS STATE POLICE AGENCIES; 

U.S. AGENCY: DEA. 

(2) FORMATION OF THE PERMANENT WORKING GROUP - 
NARCOTICS. CLOSE WORKING RELATIONSHIP HAS BEEN 
ESTABLISHED BY THE FEDERAL AND STATE AGENCIES CONCERNED. 
IN ADDITION TO THE REGULAR MEMBER STATUS OF THE U.S. AND 
AUSTRIA, OTHER FOREIGN GOVERNMENTS ARE INVITED TO 
PARTICIPATE IN THE GROUP'S WORK ON AN AD HOC BASIS. 
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(3), (4), AND (5): N/A 

C. (1) COMPUTERIZED DATA SYSTEM. DEVELOP A CENTRALIZED 
DATA SYSTEM TO HANDLE NARCOTICS ENFORCEMENT INTELLIGENCE 
THROUGHOUT GERMANY. FRG AGENCIES: MINISTRIES OF 
INTERIOR AND FINANCE (CUSTOMS); U.S. AGENCIES: DEA 
AND DOD. 
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(2) COMPUTER INSTALLED DURING CY 72. 

(3) , (4), AND (5): N/A 

D. (1) ENHANCED NARCOTICS CONTROL EFFORTS BY 

FRG CUSTOMS. FRG AGENCY: MINISTRY OF FINANCE (CUSTOMS); 
U.S. AGENCIES: DEA. CUSTOMS, DOD. 

(2) SPECIAL BORDER INVESTIGATIVE TEAMS HAVE BEEN 
ORGANIZED. NARCOTICS DEPARTMENTS HAVE BEEN ESTABLISHED 
IN EACH CUSTOMS INVESTIGATIVE OFFICE. A MODERN CUSTOMS 
CLEARING HOUSE IS BEING BUILT AT SCHWARZBACH ON THE 
GERMAN/AUSTRIAN BORDER. 

(3) , (4), AND (5): N/A 

E. (1) INFORMED PUBLIC. EDUCATE ALL LEVELS OF SOCIETY 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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TO THE NATURE OF THE DRUG PROBLEM. FRG AGENCY: 

MINISTRY OF YOUTH, FAMILY & HEALTH. U.S. AGENCIES: 

STATE AND USIS. 

(2) DRUG EDUCATION CENTER ESTABLISHED IN COLOGNE, 

DRUG USAGE DATA CENTER FORMED IN BERLIN, NARCOTICS 
EDUCATION PROGRAM INSTITUTED THROUGHOUT GERMAN STATES. 

(3) , (4), AND (5): N/A 

F. (1) GERMAN-AMERICAN WORKING GROUP - SOUTHERN 
GERMANY. DEVELOP PROGRAMS TO STEM THE PREVIOUSLY 
REPORTED FLOW OF MORPHINE BASE FROM THE MIDDLE EAST 
THROUGH SOUTHERN GERMANY TO ILLEGAL PROCESSING LABORA- 
TORIES IN FRANCE. FRG AGENCIES: MINISTRIES OF 

INTERIOR, FINANCE (CUSTOMS, AND BAVARIAN POLICE OFFICE; 

U.S. AGENCIES: DEA AND DOD. 

(2) FORMATION OF THE GERMAN-AMERICAN WORKING GROUP 
- SOUTHERN GERMANY. IMPROVED DATA RETRIEVAL SYSTEMS 
HAVE BEEN DEVELOPED AND COORDINATED EFFORTS MADE TO 
LOCATE AND ARREST KNOWN NARCOTICS TRAFFICKERS. 

(3) , (4), (5): N/A 

G. (1) TRAINING PROGRAMS AND VISITS. INCREASE THE 
NUMBER OF TRAINED NARCOTICS EDUCATION AND ENFORCEMENT 
PERSONNEL IN GERMANY. FRG AGENCIES: MINISTRIES OF 
INTERIOR, FINANCE (CUSTOMS), AND YOUTH, FAMILY & HEALTH; 
U.S. AGENCIES: STATE, DEA, CUSTOMS. 
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(2) THERE HAS BEEN AN EXCHANGE OF NARCOTICS EDUCA- 
TION AND ENFORCEMENT SPECIALISTS BETWEEN GERMANY AND THE 
UNITED STATES. 

(3) , (4), AND (5): N/A 

H. (1) REGIONAL AND MULTILATERAL COOPERATION. THERE 

IS A CONTINUING NEED FOR GERMAN PARTICIPATION IN REGION- 
AL AND MULTILATERAL NARCOTICS CONTROL EFFORTS. FRG 
AGENCIES: MINISTRIES OF YOUTH, FAMILY & HEALTH. 
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FINANCE (CUSTOMS), AND FOREIGN OFFICE; U.S. AGENCIES: 

STATE AND DEA. 

(2) ASSIGNMENT OF GERMAN NARCOTICS ENFORCEMENT 
OFFICER TO TURKEY, FRG POLICE TRAINING PROGRAM IN 
AFGHANISTAN, ACTIVE MEMBER OF THE POMPIDOU INITIATIVE 
(NARCOTICS CONTROL PROJECT), MAJOR CONTRIBUTOR TO THE 
UN FUND FOR DRUG ABUSE CONTROL. 

(3) , (4), AND (5): N/A 

I. (1 ) DISSEMINATION OF DRUG ABUSE INFORMATION BY 
U.S. AGENCIES. THERE IS A CONTINUING NEED TO PRESENT 
INFORMATION REGARDING DRUGS AND NARCOTICS TO THE 
GERMAN GOVERNMENT AND PUBLIC. FRG AGENCY: MINISTRY 
OF YOUTH, FAMILY & HEALTH; U.S. AGENCIES: STATE AND 


LIMITED OFFICIAL USE 


NNN 

LIMITED OFFICIAL USE 

PAGE 01 BONN 12577 04 OF 05 311822Z 

51 

ACTION EUR-25 

INFO OCT-01 ADP-00 EURE-00 SNM-02 AID-20 ABF-01 DEAE-00 

RSR-01 RSC-01 /051W 

110321 


Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 



Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 


P R 311800Z AUG 73 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC PRIORITY 7190 
INFO AMEMBASSY PARIS 


LIMITED OFFICIAL USE SECTION 04 OF 05 BONN 12577 
USIS. 

(2) U.S. GOVERNMENT AND PRIVATE SECTOR EDUCATION 
SPECIALISTS HAVE VISITED GERMANY TO DISCUSS U.S. DRUG 
EDUCATION PROGRAMS AND TO MAKE AVAILABLE US-DEVELOPED 
MATERIAL THROUGH LECTURES, PANEL DISCUSSIONS, AND FILM 
SHOWINGS. 

(3) , (4). AND (5): N/A 

J. (1) INTELLIGENCE COORDINATION. THERE IS A 
CONTINUING NEED FOR INTENSIFIED INTELLIGENCE COORDINA- 
TION. FRG AGENCIES: CUSTOMS CRIMINAL INSTITUTE, 

FEDERAL POLICE OFFICE, GERMAN MILITARY; U.S. AGENCIES: 

STATE, DEA, CUSTOMS, DOD. 

(2) NARCOTICS CONTROL INTELLIGENCE RELATED TO THE 
MILITARY HAS BEEN CENTRALIZED IN THE CID INTELLIGENCE 
CENTER IN HEIDELBERG. SEVERAL WORKING GROUPS HAVE BEEN 
ESTABLISHED TO FACILITATE 

THE EXCHANGE OF INTELLIGENCE: PERMANENT WORKING GROUP 
- NARCOTICS; GERMAN-AMERICAN WORKING GROUP - SOUTHERN 
GERMANY; AND THE GERMAN-DUTCH WORKING GROUP. 

(3) , (4). AND (5): N/A 
LIMITED OFFICIAL USE 
LIMITED OFFICIAL USE 
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K. (1) CONTROL OF INTERNATIONAL TRUCKING. THE ABUSE 
OF INTERNATIONAL TRUCKING - FOR EXAMPLE. TIR REQUIRES 
THE IMPOSITION OF MORE EFFECTIVE TRUCKING CONTROLS BY 
GERMAN AUTHORITIES. FRG AGENCY: MINISTRY OF 
FINANCE (CUSTOMS); U.S. AGENCIES: DEA AND CUSTOMS. 

(2) SEARCH TEAMS ESTABLISHED TO CHECK ALL VEHICLES 
CROSSING INTO GERMANY FROM THE MIDDLE EAST; USE OF A 
"KNOWN VIOLATOR" BOOK INSTITUTED ON THE GERMAN/AUSTRIAN 
BORDER. 

(3) , (4), AND (5): N/A 

L. (1) ENFORCEMENT TECHNOLOGY AND TECHNIQUES. NEED 
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TO INCREASE THE USE OF SPECIALIZED, SOPHISTICATED 
NARCOTICS DETECTION DEVISES BY GERMAN NARCOTICS ENFORCE- 
MENT PERSONNEL. FRG AGENCIES: MINISTRIES OF INTERIOR, 
FINANCE (CUSTOMS) AND STATE POLICE OFFICES; U.S. AGENCY: 

DEA. 

(2) DEA REPRESENTATIVES HAVE WORKED WITH GERMAN 
OFFICIALS IN THE USE OF MODERN ENFORCEMENT 
EQUIPMENT. 

(3) , (4), AND (5): N/A 

M. (1) INCREASE STAFF AND APPROPRIATIONS. URGE FEDERAL 
AND STATE POLICE AGENCIES TO INCREASE THE APPROPRIATIONS 
FOR THE STAFFING OF NARCOTICS ENFORCEMENT UNITS. FRG 
AGENCIES: MINISTRY OF INTERIOR AND STATE POLICE 
AGENCIES; U.S. AGENCIES: STATE, DEA, AND DOD. 

(2) GERMAN FEDERAL AND STATE GOVERNMENTS HAVE 
SIGNIFICANTLY INCREASED APPROPRIATIONS FOR BOTH 
NARCOTICS CONTROL AND EDUCATION PROGRAMS. 

(3) , (4), AND (5): N/A 

N. (1) SCIENTIFIC RESEARCH. INCREASE FRG RESEARCH 
REGARDING NARCOTICS CONTROL. FRG AGENCIES: MINISTRIES 
OF INTERIOR, FINANCE (CUSTOMS), AND YOUTH, FAMILY & 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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HEALTH; U.S. AGENCIES: STATE AND DEA. 

(2) APPROACHES MADE BY THE EMBASSY SCIENCE ATTACHE 
HAVE RESULTED IN AN INCREASING AWARENESS BY THE 
GERMAN FEDERAL GOVERNMENT OF THE NEED FOR SCIENTIFIC 
RESEARCH IN NARCOTICS CONTROL. FOR EXAMPLE, FRG PLANS 
TO PARTICIPATE IN THE UPCOMING INTERNA- 
TIONAL SCIENTIFIC AND TECHNOLOGICAL CONFERENCE ON 
NARCOTICS AND DANGEROUS DRUGS. 

(3) , (4), AND (5): N/A 

O. (1) DRUG TRAFFIC BETWEEN THE NETHERLANDS AND 
GERMANY. NEED TO REDUCE THE FLOW OF DRUGS FROM THE 


LIMITED OFFICIAL USE 
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LIMITED OFFICIAL USE SECTION 05 OF 05 BONN 12577 

NETHERLANDS INTO GERMANY THROUGH COOPERATIVE EFFORTS OF 
NETHERLANDS, GERMAN, 

AND U.S. OFFICIALS. FRG AGENCIES: MINISTRY OF INTERIOR 
AND STATE CRIMINAL OFFICE NORTH RHINE- WESTPHALIA; U.S. 
AGENCY: DEA. 

(2) A GERMAN-DUTCH WORKING GROUP WAS ESTABLISHED 
TO COLLATE AND EVALUATE NARCOTICS TRAFFICKING INTELLI- 
GENCE RELATED TO THE GERMAN/DUTCH BORDER. 

( (3), (4), AND (5): N/A 

P. (1) INCREASED US/FRG NARCOTICS CONTROL COORDINATION. 
NEGOTIATIONS ARE UNDERWAY TO ESTABLISH A U.S.-FRG 
NARCOTICS CONTROL COMMITTEE WHICH WOULD BE AUTHORIZED TO 
COORDINATE ALL US/FRG NARCOTICS CONTROL EFFORTS. FRG 
AGENCIES: MINISTRIES OF YOUTH, FAMILY & HEALTH, FINANCE 
(CUSTOMS), INTERIOR, DEFENSE, AND FOREIGN OFFICE; U.S. 

AGENCIES: STATE, DEA, DOD. 

(2) MEMORANDUM OF UNDERSTANDING BEING NEGOTIATED. 

(3) , (4), AND (5): N/A 

Q. (1) INFORM U.S. CITIZENS RE GERMAN DRUG LAWS. TO 
INFORM AMERICAN CITIZENS TRAVELING THROUGH GERMANY OF 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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THE SERIOUS CONSEQUENCES OF POSSESSING OR TRAFFICKING IN 
NARCOTICS. FRG AGENCIES: MINISTRY OF INTERIOR AND 
STATE POLICE OFFICES; U.S. AGENCY: STATE. 

(2) THE EMBASSY HAS PUBLISHED A BROCHURE OUT- 
LINING THE LEGAL RIGHTS OF AMERICANS IN GERMANY. THE 
GERMAN NARCOTICS LAW, POLICE AND CUSTOMS ENFORCEMENT 
PRACTICES, AND THE GERMAN JUDICIAL PROCESS. 

(3) , (4), AND (5): N/A 
HILT .F.NBR AND 
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